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End-users and vendors of Industrial Control System(s) (ICS) have expressed concerns that the deployment of
anti-virus software may interfere with the operation of time-critical control processes. A set of guidelines and
a test methodology were developed to help minimize and measure performance impacts caused by the
addition of anti-virus software on ICS. The guidelines are based on the expertise of ICS end-users and
vendors who are using anti-virus software on their ICSs as well as anti-virus software vendors. The test
methodology provides a general set of procedures for use by industry as a starting point when developing
control system specific performance impact tests. A laboratory test bed was used in the development of the
test methodology and to demonstrate some of the performance impacts caused by the addition of anti-virus
software. Discussions of practices currently in use to contend with these issues are reflected in the
guidelines. In many cases, performance impacts can be reduced by using configuration settings, scanning
practices and maintenance scheduling that are different than those recommended for typical IT system
application of anti-virus software. Also provided is a collection of background information on ICSs and anti-
virus software for IT and control system professionals who are responsible for securing these systems. This
work is the result of a collaborative effort between the National Institute of Standards and Technology, and
Sandia National Laboratories, under the guidance and sponsorship of the Department of Energy s Office of
Electricity Delivery and Energy Reliability and their National SCADA Test Bed program.
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From reader reviews:

Michael Berube:

Now a day individuals who Living in the era wherever everything reachable by connect to the internet and
the resources inside can be true or not demand people to be aware of each facts they get. How people have to
be smart in having any information nowadays? Of course the answer is reading a book. Examining a book
can help persons out of this uncertainty Information specially this Using Host-based Anti-virus Software on
Industrial Control Systems: Integration Guidance and a Test Methodology for Assessing Performance
Impacts book because this book offers you rich data and knowledge. Of course the data in this book hundred
% guarantees there is no doubt in it you probably know this.

Dorothea Profitt:

This Using Host-based Anti-virus Software on Industrial Control Systems: Integration Guidance and a Test
Methodology for Assessing Performance Impacts are usually reliable for you who want to be described as a
successful person, why. The main reason of this Using Host-based Anti-virus Software on Industrial Control
Systems: Integration Guidance and a Test Methodology for Assessing Performance Impacts can be one of
several great books you must have is usually giving you more than just simple examining food but feed a
person with information that probably will shock your preceding knowledge. This book is usually handy, you
can bring it almost everywhere and whenever your conditions in e-book and printed ones. Beside that this
Using Host-based Anti-virus Software on Industrial Control Systems: Integration Guidance and a Test
Methodology for Assessing Performance Impacts giving you an enormous of experience like rich
vocabulary, giving you demo of critical thinking that we know it useful in your day task. So , let's have it and
luxuriate in reading.

Mary Kidd:

The book Using Host-based Anti-virus Software on Industrial Control Systems: Integration Guidance and a
Test Methodology for Assessing Performance Impacts will bring someone to the new experience of reading
any book. The author style to describe the idea is very unique. In the event you try to find new book to learn,
this book very suited to you. The book Using Host-based Anti-virus Software on Industrial Control Systems:
Integration Guidance and a Test Methodology for Assessing Performance Impacts is much recommended to
you to see. You can also get the e-book in the official web site, so you can more easily to read the book.

Dawn Bliss:

Playing with family within a park, coming to see the ocean world or hanging out with friends is thing that
usually you might have done when you have spare time, after that why you don't try thing that really
opposite from that. 1 activity that make you not experiencing tired but still relaxing, trilling like on roller
coaster you already been ride on and with addition of knowledge. Even you love Using Host-based Anti-
virus Software on Industrial Control Systems: Integration Guidance and a Test Methodology for Assessing



Performance Impacts, you may enjoy both. It is very good combination right, you still need to miss it? What
kind of hang type is it? Oh come on its mind hangout fellas. What? Still don't buy it, oh come on its referred
to as reading friends.
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